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Information Security GRC Specialist
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PROFESSIONAL SUMMARY

Detail-oriented Information Security GRC Specialist with hands-on experience in compliance documentation,
SWIFT CSP audit support, and CIS Controls implementation. Proficient in Atlassian tools (Jira, Confluence),
vulnerability management platforms, and Al-powered GRC ecosystems. Adept at assisting in regulatory audits for
banking sector clients and developing security policies and procedures. Foundational knowledge in ISO 27001 and
ITIL 4 frameworks. Eager to grow within a fast-paced security team.

PROFESSIONAL EXPERIENCE

Junior Information Security GRC Specialist - CYBERVISION Oct 2024 — Present - Baku, Azerbaijan

>

Assisted in SWIFT Customer Security Programme (CSP) audit engagements for banking sector clients,
supporting senior auditors throughout the assessment lifecycle.

Prepared and maintained comprehensive GRC documentation including security policies, procedures,
and compliance reports for banking institutions.

Contributed to CIS Controls v8 gap analysis and control mapping activities, identifying areas of non-
compliance and recommending remediation actions.

Participated in internal and external audit processes, coordinating evidence collection and liaising with
client stakeholders.

Supported risk assessment activities aligned with ISO 27001 framework to evaluate organizational
security posture.

Utilized Atlassian Jira for task and project tracking; maintained and managed Knowledge Base in
Confluence to support GRC team workflows and documentation.

Operated Qualys Vulnerability Management platform to support vulnerability scanning, reporting, and
remediation tracking.

Administered KnowBe4 Security Awareness platform to support phishing simulations and employee
security awareness training programmes.

Leveraged Al tools, particularly within the Antigravity platform, to contribute to the development of an
integrated GRC ecosystem, automating compliance workflows and enhancing reporting efficiency.

EDUCATION

Bachelor of Science — Information Security 2023 — Present
Azerbaijan State Oil and Industry University (ADNSU)

CERTIFICATIONS & TRAINING

>

>

>

>

CompTIA Security+ (Certified)

ITIL 4 Foundation — Training Completed

ISO/IEC 27001 Foundation — Training Completed

SWIFT Customer Security Programme (CSP) — Practical Audit Experience

SKILLS & COMPETENCIES

Frameworks ISO/IEC 27001, CIS Controls v8, ITIL 4, SWIFT CSP

GRC Activities

Platforms & Tools

Risk Assessment, Gap Analysis, Audit Support, Policy & Procedure Writing,
Compliance Documentation

Qualys Vulnerability Management, KnowBe4 Awareness Platform, Atlassian Jira,
Atlassian Confluence, Antigravity (Al-powered GRC), Wazuh (SIEM)



Technical Networking Fundamentals, Linux (user-level), Windows (user-level), SIEM/SOC
Fundamentals, Basic Penetration Testing, Microsoft Office (Advanced)

Soft Skills Cross-functional Team Collaboration, Knowledge Base Creation & Management,
Professional Al-assisted Workflows

Languages Azerbaijani (Native), English (Professional Working Proficiency)



